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ABSTRACT

The project entitled as “Security Using Four Fadassword Authentication®. In the scheme the rerustz does
not need to use smart cards. The scheme is eaisgptement. However, this authentication schemeukerable to

impersonation attacks and middle man attacks.

An attacker could impersonate legitimate usersotpnl and access the remote server. The schemasstriden
replay attacks and impersonation attacks. Lampapgsed a password authentication scheme to praitleentication
between the users and the remote server. Sincerfemy password-based remote user authenticatimmses have been

proposed.

In a smartcard based password authentication scgtthenemart card takes the password and Fingetrfpoim the
users as input, computes the login message and femdbgin message to the server. The server shtekvalidity of the
user’s login message. In the mutual authenticasituration, not only the server can verify the uset also a user can

verify the server.
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INTRODUCTION

Typically to gain access to a system that providetwve call a factor of authentication. Authertima tools
provide the ability to determine the identity oparty to an interaction and to ensure that a messagie from who it
claims to have come from. Authentication is seldm®d in isolation. Authentication is used as th&sfor authorization
(determining whether a privilege will be granted &oparticular user or process), privacy (keepinfgrination from
becoming known to non-participants), and non-regiimh (not being able to deny having done somethivay was

authorized to be done based on the authentication).

An increasing number of internet-based end-custompplications require four factor authentications.
Text message based one-time code distributione@msl factor) is rapidly becoming the most popataice when strong
authentication is needed, for example in e-bankid¢ith multi-factor authentication, each token aabie for

authenticating the user falls into one of the failog three categories:
*  Something the user knows (e.g. a password)
* Something the user has (e.g. hardware token)
» Something the user is (e.g. a fingerprint)
OBJECTIVES OF THE STUDY
To secure bank transactions and various systemg fwir different factors as follows:

e UserID.
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e TXT Password.
e Fingerprint Authentication
 OTP (One Time Password).

SYSTEM ARCHITECTURE

Similar to other application the main functionaliy this application is to provide a better sequtd the bank

transactions and the systems. And the whole anthiteis divided into modules as described below:

RFID Authentication

PIN Code
USER Authentication .| Process

[y
Y

One Time Password
Authentication

Fingerprint
Authentication

Figure 1
MODULES DESCRIPTIONS
User Interaction
» Users must have access to a computer and a methma/iment. In our system, the user interactionslage,
registration and communication. User details areled in backend common database.
PIN Code Authentication

* In computer security, a login or logon is the psscby which individual access to a computer syssecontrolled

by identifying and authenticating the user refegria credentials presented by the user.

* Auser can log in to a system to obtain accesscanadhen log out or log off when the access isomgér needed.
To log out is to close off one's access to a coemmystem after having previously logged in.
RFID Authentication

» Radio frequency identification (RFID) is a genggem that is used to describe a system that traasghe identity
(in the form of a unique serial number) of an obfacperson wirelessly, using radio waves. It'sugexd under the

broad category of automatic identification techigids.

One Time Password

* The main security for our system is one time pasgwbhis password provides by service providerust@mer.

It's only valid in five minutes only.
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Fingerprint Authentication

»  Fingerprint identification or hand print identifiban, is the process of comparing two instancefiction ridge
skin impressions, from human fingers or toes, anethe palm of the hand or sole of the foot, teedeine
whether these impressions could have come frorsdahee individual. The flexibility of friction ridgskin means
that no two finger or palm prints are ever exadllike in every detail; even two impressions recdrde
immediately after each other from the same hand lmesslightly different. Fingerprint identificationl|so referred
to as individualization, involves an expert,  awexpert computer system operating under thrdssadring
rules, determining whether two friction ridge imps@®ns are likely to have originated from the sdimger or
palm.

Application Maintenance

* Final module of our project as application mainterea That is, to maintain our application with marel more

security. Such as PIN code evaluation, RFID, OPAB&Fingerprint verification.
CONCLUSIONS

The role of this system is to provide more secuntyhe bank transactions and other important systis can

be done using four different modules.
By these users can securely make their transacticctessful or can access important systems.
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